eSafe

PROACTIVE CONTENT SECURITY

eSafe SecureSurfing™ Services for Internet

Service Providers

eSafe’s solution for ISPs provides your customers a secure
web surfing experience and allows you to generate
immediate revenues and differentiation with minimal
investment.

¢ Offer high-demand, value-added web security services

¢ Increase customer satisfaction, retention and
recruitment

e Sharply reduce spyware-related helpdesk costs

* Provide your customers with a clean line without their
need to configure, install or update anything

e Make security transparent to your customers

Consumers will demand a safe
Internet service, and if an ISP
doesn't measure up on

security, members will flee to

a rival provider.

Customers will absolutely

demand a clean pipe.

Forrester, July 2005




© Content Security Services Business Opportunity

Your Customers Need Security Services
Your customers, whether home or businesses, are flooded
with threats they find difficult, if not impossible, to handle:

e Aggressive spyware that steals files and information

e Commercial spyware and adware that slows computers
and compromises privacy

¢ Trojans and rootkits hidden in web pages
¢ Newly discovered security vulnerabilities

The root(kit)... of the problem

Adware and commercial spyware invade privacy and display
annoying advertisements. Furthermore, it is troubling to
users and ISPs alike since it slows down computer
performance and Internet connection speeds; often resulting

in dissatisfaction with the ISP. . .
. . . . Source: Aladdin Content Security Response
A bigger threat is the swelling amount of aggressive Team 2005 malicious code survey

spyware, Trojans and rootkits. Even though most users have
some security, they are still being hit by motivated computer criminals attacking weak spots, not covered
by existing solutions.
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Email antivirus service is not enough

Until now the security services offered by service providers were limited to antivirus/anti-spam for the ISP
email, offering a desktop product (not really a service) or providing URL filtering, mostly as a ‘parental
control’ service with very limited security. Modern attackers do not rely on email for infection. They exploit
zero-day vulnerabilities to infect website visitors with spyware, Trojans and rootkits. Many of the latest
attacks originate from phishing email luring unsuspecting users to malicious or spoofed websites.

Internet home users should not be forced to become security experts
Unfortunately, a desktop or email antivirus is not enough anymore. Users are told they also need anti-
spyware, anti-spam, a personal firewall, and on top of everything make sure the operating system and
applications are updated with the latest security patches. For home network owners the problem is further
multiplied by the number of PCs in the household, forcing them to become security experts, which they
are obviously not.

eSafe SecureSurfing is an innovative platform for Internet service providers, enabling them for the first
time, to offer content security services to their customers — the same high-level content security that only
enterprise, financial and government customers have previously enjoyed.

Content security services compared

Security / Feature eSafe . Email | .. .URL Desktop solution
Secure Surfing antivirus service filtering service
ISP mailbox malware Optional v X v
Webmail malware v X X Known only
P2P malware X X X v
Known spyware v X Some v
Unknown spyware v X X X
Adware v X Some Some
Web phishing attacks v Minimal Known only X
Adult / harmful content v X v Optional
Transparent v v v X
Simple to use v v v X
Protects home network v X v X
VAS v v v X
User update dependant No No No v
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