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eSafe SecureSurfing™ Services for Internet
Service Providers

eSafe’s solution for ISPs provides your customers a secure

web surfing experience and allows you to generate

immediate revenues and differentiation with minimal

investment.

• Offer high-demand, value-added web security services

• Increase customer satisfaction, retention and

recruitment

• Sharply reduce spyware-related helpdesk costs

• Provide your customers with a clean line without their

need to configure, install or update anything

• Make security transparent to your customers
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For more contact information, visit: www.Aladdin.com/contact

North America T: 1-800-562-2543, 1-847-818-3800 F: 1-847-818-3810
International T: +972-3-636-2222 F: +972-3-537-5796
UK T: +44-1753-622-266 F: +44-1753-622-262
Germany T: +49-89-89-4221-0 F: +49-89-89-4221-40
Benelux T: +31-30-688-0800 F: +31-30-688-0700
France T: +33-1-41-37-70-30 F: +33-1-41-37-70-39
Spain T: +34-91-375-99-00 F: +34-91-754-26-71
Israel T: +972-3-636-2222 F: +972-3-537-5796
Asia Pacific T: +852-2166-8605 F: +852-2166-8999
Japan T: +81-426-607-191 F: +81-426-607-194

eSafe SecureSurfing Implementation
Aladdin has been a provider of
content security solutions for over
20 years. The eSafe SecureSurfing
solution for ISPs is a modular
solution suitable for any size service
provider. The solution can be
implemented in any ISP network
configuration. It does not impact
user performance and surfing
experience, and can be integrated
with existing provisioning and
billing systems.

eSafe SecureSurfing
features
• Real-time, non-proxy HTTP/FTP inspection with the patented NitroInspection™ technology

• Multi-layer spyware protection with 99% infection prevention and a client-less Spyware Neutralizer™
to eliminate existing spyware threats

• Eliminates security vulnerability (security holes) zero-day exploits

• Transparently block all web page (HTML) ‘driveby’ attacks and exploits

• Proactively protect against known and unknown spyware, adware, Trojans, rootkits, key-loggers,
viruses and worms

• Prevent phishing attacks on known and unknown phishing sites, as well as hacked sites

• Optional URL filtering / parental control with the world’s largest database of over 60 million sites

• Optional transparent POP3 and SMTP email inspection

Specifications
• Supports tens of thousands to millions of subscribers

• Flexible installation modes

• Detailed per subscriber reports

• Fully scalable hardware platform with high-availability and redundancy

• 99.99% plus up-time service level

• IBM Blade Center hardware (other hardware options available)

• Backed up by 24X7 dedicated premium support for service providers

PROACTIVE
CONTENT

SECURITY

Consumers will demand a safe

Internet service, and if an ISP

doesn't measure up on

security, members will flee to

a rival provider.

Customers will absolutely

demand a clean pipe.

Forrester, July 2005
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An example of ISP implementation using user traffic tagging.

SecureSurfing
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Content Security Services Business Opportunity eSafe SecureSurfing for Service Providers

eSafe SecureSurfing installed within the ISP
infrastructure cleans the line from threats before
reaching the home user. Practically, it means that users
can finally have a true “clean pipe” – transparently
protecting them from web threats, spyware, Trojans,
viruses, worms, phishing and more. All is done without
the user’s need to install any software and without
impacting web access speed, surfing experience or
performance.

Benefits to the ISP customer
• Simplicity of use

• Nothing to install or update

• No confusing security dialog boxes

• No impact on performance

• Satisfaction with the enhanced web surfing
experience

• The highest level of security

Benefits to the service provider
• Increase the revenues with minimal to no expenses

• Increase customer satisfaction, retention &
recruitment

• Offer high-demand, value-added web security services

• Obtain a competitive edge in the marketplace

• Sharply reduce spyware-related helpdesk costs

• Fast and easy non-proxy solution – easy to implement, scale-up and maintain

Your Customers Need Security Services
Your customers, whether home or businesses, are flooded
with threats they find difficult, if not impossible, to handle:

• Aggressive spyware that steals files and information

• Commercial spyware and adware that slows computers
and compromises privacy

• Trojans and rootkits hidden in web pages

• Newly discovered security vulnerabilities

The root(kit)… of the problem
Adware and commercial spyware invade privacy and display
annoying advertisements. Furthermore, it is troubling to
users and ISPs alike since it slows down computer
performance and Internet connection speeds; often resulting
in dissatisfaction with the ISP.

A bigger threat is the swelling amount of aggressive
spyware, Trojans and rootkits. Even though most users have
some security, they are still being hit by motivated computer criminals attacking weak spots, not covered
by existing solutions.

Email antivirus service is not enough
Until now the security services offered by service providers were limited to antivirus/anti-spam for the ISP
email, offering a desktop product (not really a service) or providing URL filtering, mostly as a ‘parental
control’ service with very limited security. Modern attackers do not rely on email for infection. They exploit
zero-day vulnerabilities to infect website visitors with spyware, Trojans and rootkits. Many of the latest
attacks originate from phishing email luring unsuspecting users to malicious or spoofed websites.

Internet home users should not be forced to become security experts
Unfortunately, a desktop or email antivirus is not enough anymore. Users are told they also need anti-
spyware, anti-spam, a personal firewall, and on top of everything make sure the operating system and
applications are updated with the latest security patches. For home network owners the problem is further
multiplied by the number of PCs in the household, forcing them to become security experts, which they
are obviously not.

eSafe SecureSurfing is an innovative platform for Internet service providers, enabling them for the first
time, to offer content security services to their customers – the same high-level content security that only
enterprise, financial and government customers have previously enjoyed.

Flexible Business Models
Choose the model that best fits your strategy. Aladdin
provides flexible turn-key solutions covering all necessary
hardware and software, integration, marketing, technical
and sales training. Different business models are available
to fit every ISP’s need.

Revenue-sharing models

• No-capital investment: Aladdin provides all hardware,
software, implementation, training, maintenance and
support – free of charge.

• ISP hardware: Aladdin provides software,
implementation, training, maintenance and support
– free of charge. The ISP provides the necessary
hardware.

• The ISP leverages the customer base to distribute the
security as a value added service.

Product License Models
• Flexible pricing models – by number of users, amount

of bandwidth, etc.

• Sliding discount scale based on user count

Source: Aladdin Content Security Response
Team 2005 malicious code survey

Content security services compared
47 percent of surveyed

broadband consumers would

be willing to pay for a value

added service (VAS) bundle

that would include security

services.

Jupiter Research - 2005

The importance of transparent security
Computer users are not security experts. They do not know
how to answer security questions popping up by the
operating system and security programs. These dialog
boxes either shake their confidence or worse, accustom
them to answer ‘OK’ all the time.

Security / Feature eSafe Email URL Desktop solution
Secure Surfing antivirus service filtering service

ISP mailbox malware Optional ✓ ✗ ✓
Webmail malware ✓ ✗ ✗ Known only
P2P malware ✗ ✗ ✗ ✓
Known spyware ✓ ✗ Some ✓
Unknown spyware ✓ ✗ ✗ ✗
Adware ✓ ✗ Some Some
Web phishing attacks ✓ Minimal Known only ✗
Adult / harmful content ✓ ✗ ✓ Optional
Transparent ✓ ✓ ✓ ✗
Simple to use ✓ ✓ ✓ ✗
Protects home network ✓ ✗ ✓ ✗
VAS ✓ ✓ ✓ ✗
User update dependant No No No ✓
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